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https://fidoalliance.org/membership/members/

i

&= I AR 75

HE
o

1[[]=i

JE
I3

'
$

EAE

= X

oF

i



(AR 2 HE + OTP i FH

ERE i




EE

I~
s
fad

{55 R

HE + OTP 1 FF




EE

I~
s
fad

{55 R

HE + OTP 1 FF




EE

RS + OTP fif & i e

(d




[HEZRTE + U2F {if

{55 R

o
I
b

U2F

=) £« B8

oty



S + U2F i A wa bk

‘:ﬁmén' . L LLI
R el E R

U2F

£3) 52 B

RY=kv4



=

Y e
Y N
ad

{55 R

% + U2F i -

RS
=k
= =k

E‘s}
mﬁ nun

%1

HA)

U2F

I:IIL.\ I:I_l.

response



U2F FEZE ) —FH A1,

e U2F Relying Party (#8uh)
e U2F Client (B 2%)

e U2F Authenticator (ff A3 i, SMElBc N B2 255 E)
o Xk U2F Token / U2F Device / U2F Security Key
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Client m Relying Party
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o HEMLEIFLIE => 1§ AppID #wiE1E challenge-response
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& challenge-response 5.

o (HMELEMRT SEEIAIFIL => 118 ks g 1y
authentication counter #@M1E challenge-response #.E.

o HEfEFRETEAARTEE trusted third party



U2F RP (Client-Side)

U2F Client
JavaScript API
U2F Client
U2F Raw Framed over
Message USBHID,
Protocol NFC, Bluetooth, or BLE

U2F Authenticator

U2F RP (Server-Side)



a web page of Dropbox

U2F Client
JavaScript API

Google Chrome

U2F Raw
Message USBHID or NFC
Protocol

YubiKey NEO

Dropbox backend server



U2F RP (Client-Side)

U2F Client Two types of requests & responses:
JavaScript API
1. Device Enrollment/Registration
a. MAEAGEES At hE
: b. FEEEE EAFTH key pair
U2F Client c. 1% public key FnHAthFA B [a]{H

2. Identity Assertion/Authentication
a. g e e E AR RGN R g B
b. ¥ % EFD auth counter 25 H:
(W SNEITE



U2F Client

Four APDU commands & responses:

U2F Raw
Message 1. GetVersion
Protocol 2. Register
3. CheckKeyHandle
4. Authenticate

U2F Authenticator
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Google Chrome

U2F Raw
Message USBHID or NFC
Protocol

My Virtual Security Key!
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%7 Google Chrome HIE{E

e ¢ chromium JF4aiE—Fi%0 5
e https://chromium.googlesource.com/chromium/src
e repo R X, NEELS) B git clone



https://chromium.googlesource.com/chromium/src
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Google Chrome 1) U2F Client

e Chrome N U2F Client 3, 524> R ] JavaScript &
Hi, LL—1{& extension JEZUN & A Google Chrome

o 51 extension 4 & CryptoTokenExtension, ifi ID 2
kmendfapggjehodndflmmgagdbamhnfd ¥} FIRALIE ) API:

var p = chrome.runtime.connect( ID );
p.postMessage( <request> );
p.onMessage.addListener( <response_callback> );

o M T A I HAY UzF SL&E N H 28 AR H RS &

) /\ﬁéﬁ%{ijﬁ‘/chPome/browser/resources/cPyptotoken



google-chrome
- -show-component-extension-options

o, %W Extensions X | |
e * | @ chrome://extensions v ol
Current Permissions for "CryptoTokenExtension"
Chrome f| Developer mode
It Gan: W B A LA s
Histary * Read and change all your data on the websites you visit
_ = Access any Gnubby from Yubico.com via USB
I P = Access your Universal 2nd Factor devices
Settings = Communicate with cooperating websites
Close
About
~+4_ CryptoTokenExtension 0.9.38 | Enabled
".:f %
Le CryptoToken Component Extension Not from Chrome
— Web Store.
Permissions
ID: kmendfapggjehodndfimmgagdbamhnfd
(This extension is managed and cannot be removed or disabled.)
Inspect views: background page (Inactive)
[f| Allow in incognito




Google Chrome Zn{af#1 U2F USB &£ & A &) ?

e Chrome # N U2F Client FlrEfs A &), & iEih H
chrome.hid E& chrome.usb 32 Wi {#& JavaScript APIs

o NEMEZXEZMANFERIREA C++ BAE, HlanE R, #include
<linux/hidraw.h> BEB] HZE Linux B4k HID 453




—1[E U2F USB L& an{af B2z B 215 f5 1

USB
packets U2F
HID U2F
protocol raw
fragments messages

U2F Transaction
Logic Processor

Secure Storage
for Secret Keys
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o ﬁﬂ??@% USB controller B 45 5 i
182, 7% chromium JFAHE7E 2K, Google Chrome il FEE.
Tﬁ%ﬂ USB LL nﬂ

e [/ Linux &, B kernel A E{E HID bus F9 -, &
JER & RAFER C R USB Bl itmAdas, Mg nf
VUE#% ) HID reports flf & A ),




Linux User-Space HID I/O Driver

o % Linux #2ERHEIFE, A HE /g USB BRI
e Kernel #£f:A HID subsystem EF:AMAEHIE /dev/uhid ABI
B OB R user-space 1/0 driver for HID device !



open("/dev/uhid", O RDWR) for the win!

o Ul read() #&Ht kernel — user-space #) UHID Z{4:

o A MEMARZEFIBA USB wE#f, FnidMiman
o K H host #J HID report #f KN

o Ul write() 2K #51% user-space — kernel ) UHID
o [FI¥E3K H host iy HID report 75K
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7F Linux &8 USBHID i U2F 4E &

USB
packets U2F
HID U2F
protocol raw
fragments messages

U2F Transaction
Logic Processor
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7F Linux &8 USBHID i U2F 4E &

U2F
HID U2F
protocol raw
fragments messages
read() ‘
bytes |

' U2F Transaction

from /dev/uhid

Logic Processor

-

write()
bytes
to /dev/uhid
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protocol raw
fragments messages
read() ‘
bytes |
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from /dev/uhid U2F Transaction

Logic Processor

write()
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to /dev/uhid
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AppID = the identity remote server claims

CliData = (
the operation name
a challenge nonce generated by server
the web origin the client actually sees
channel id info

)

U2F
SHA-256(AppID) » Registration
SHA-256(CliData) Request Processor

U2F
SHn-5HBD. # Authentication
Request Processor

Key Handle

Key Handle
Public Key

Auth
Counter
Signature



Key Handle

o ¥ server ifi & key handle /2&1# i # public key )22 5]

e ¥4 authenticator 1M & SHA-256(AppID) Ei key handle
W & FAE — R BE 2 R 51, LA 3 HH— % key pair

>




(64 bytes) (32 bytes) (32 bytes)
DEVICE_MASTER_KEY = RNG_SECRET_SEED + SELFCHECK_ KEY

# BRGEM, #LL stateless ARXELFHH key handle Ed public key

hashed appid = ...
GET_RANDOM_BYTES(32)

nonce =
= HMAC_SHA 256 (SELFCHECK KEY, hashed appid + nonce)
key handle = nonce +

new_private key
new_public_ key

CRYPTO_SECURE_PRNG(RNG_SECRET_SEED, nonce)
private_to public(new_private key)

# ALV RERB E R A FAIRECH



concise/v2f.py on GitHub

~1000 lines of dirty code

All Python

Zero external dependency (it only uses Python builtins)
Working on Linux only, for now

Good enough to hack with U2F clients

e Still pre-alpha stage
e Serious refactoring & docs are needed



Let's see v2f.py in action
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o MERSTRMULICATHIIRGE, S A AN TEREBHAERS, FEIR
AT ULz A i, | 3 =5 A

o H#E virtual security key 75 Z 15 4 B 17 HEKE 22 A 0.
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o f#$H security key I, ZR{EHEFEHH /7 2
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(JEAHE — N st il A yes REFR-~A AEME)



AR

«E#

¢, frl AR

s HE 2



Web Page Web Server

U2F
Client 4 T () s e 7 5 K
JavaSeript APT o fEHFEFLEMHALETL, server 5 key

handle BL¥} 1) public key {R1FE 5

o EEERL LR D) key handle 1E% 3R

512 HERY) public key A5 B fhfi
Google Chrome iy 2



APPID = "https://jong.sh"

uid = ...

keys info = fetch _keys info from database(uid)

nonce I

request = generate registration request(APPID, nonce, keys info)
response = get response_from client side(response)

result = process_registration response(APPID, nonce, response)

db_result = sync _new_key info to database(uid, result)



APPID = "https://jong.sh"

uid = ...

keys info = fetch _keys info from database(uid)

nonce I

request = generate authentication request(APPID, nonce, keys info)
response = get response_from client side(response)

result = process authentication response(APPID, nonce, response)

db_result = sync old key info to database(uid, result)



concise/lightu2f.py on GitHub

e Contains the four most important algorithms
- generate_registration request()
- process_registration_response()
- generate_authentication request()
- process_authentication_response()
e They are pure stateless functions
e ~600 lines of dirty code
e All Python & zero external dependency



Multi-step Transaction Processing In Practice

APPID

"https://jong.sh"
uid = ...
keys info = fetch _keys info from database(uid)

nonce = ...
request = generate registration request(APPID, nonce, keys info)
response = get response from client side(response)

result = process _registration response(APPID, nonce, response)

db_result = sync_new_key info to database(uid, result)



Multi-step Transaction Processing In Practice

APPID

"https://jong.sh"
uid = ...

keys info = fetch _keys info from database(uid)

nonce = ...

request = generate registration request(APPID, nonce, keys info)
response = get _response_from_client_side(response) # ASYNC !!!
result = process _registration response(APPID, nonce, response)

db_result = sync_new_key info to database(uid, result)



Client

Tor Request
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Server




Two ways to do this

e A stateful solution:
o Server-maintained sessions

o Clients hold session IDs

e A stateless solution: (forget everything)
Pass information to clients, and let them return it
Public data: HMAC-SHA-256

Confidential data: AES-128-GCM

Don't forget to add a timestamp or counter

O O O O



Let's see 1lightu2f.py 1n action
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o e.g., YubiKey for $18

o i HF ImHIIEH o E R FAEYE, B /F U2F Client
o Firefox 5 A2 &5 i AR B F e
o MRZAVEZERMEEENI R, £ Android / 10S FFEAA4 M app

o BB MMA, HEFHIEHE
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Questions ?



